
The Risk of Lacking Digital Sovereignty

Thomas Fricke

June 16, 2026
DevOpsCon Berlin

Thomas Fricke The Risk of Lacking Digital Sovereignty



Who am I?

Thomas Fricke

• Kubernetes Cloud Security
• critical infrastructure
• architecture
• examination

• Former life: Statistical Physics

• Disclaimer

Work for the German Administration
• Pro Bono: OpenCode, Consulting IT Planning Counsel
• Payed: OpenDesk, FITKO
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Sovereignty
• Ancient Philosophers avoid it

• Internet Encyclopedia of Philosphy Jean Bodin (c. 1529—1596)

• Internet Archive: Hans Kelsen: Das Problem der Souveränität. . .

• Carl Schmitt: Sovereign is who decides on the state of exception

Warning: he justified the nazi race laws (Nürnberger Gesetze)

• Sovereignty means minimal dependencies

• not at all
• can be dropped

• poorly defined

• can be attached by everyone
Thomas Fricke The Risk of Lacking Digital Sovereignty

https://iep.utm.edu/jean-bodin/#SH3a
https://archive.org/details/in.ernet.dli.2015.190098/mode/2up


Digital Sovereignty
• inherits

• poor definition
• openness

• sovereignty washing AWS/Google/Microsoft/SAP. . . clouds
• effectively dependency management
• supply chain

• hardware
• code
• . . .

• resilience
• choices
• ideas
• governance

• minimizing dependency risks
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Examples of Risk Management

• Personal
• Family
• NGO
• Nonprofit
• Company
• Government
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Personal

• In the CISO office of a big company

• A friend of mine,

• did a risk analysis about Digital Sovereignty and the dependency to a cloud
provider.

• wrote an email to the CISO with this analysis

Answer: You should never have send me this mail

• because it auto archive all mails
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Recommendation
• severance one year’s salary
• check your employment legal

protection
• could be two year’s salary
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Former member of the German parlament

• topics Digital Sovereignty in
Germany

• involved in the budget for
OpenDesk, Zendis, OpenCode.de
and other digital sovereignty projects

• to the family: unfriend me on social
media

• fears to be targeted by the US
government
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Conference in June

Source: Airbus Combat Cloud

• developer and service contractor for
Aero Space
actually Defense

• Iranian Background
• Wife Palestinian

lost many members of her family
• Gaza
• South Lebanon

• corporate demo
• Heron drones
• showed the Gaza marina
• was destroyed in their video
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https://www.airbus.com/en/products-services/defence/multi-domain-combat-cloud


International Criminal Court

Microsoft to ICC
Leave our

Infrastructure within
7 Days
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Hateaid and Former EU Commissioner

Josephine Ballon und Anna-Lena von
Hodenberg

Former EU tech regulator Thierry Breton
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Dutch Government

• NL Times:
Microsoft accused of leaking Dutch
civil servants’ names to U.S.
government

• Vrij Nederland:
Microsoft deelde namen van
Nederlandse ambtenaren met
Amerikaanse overheid
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https://nltimes.nl/2026/05/22/microsoft-accused-leaking-dutch-civil-servants-names-us-government
https://nltimes.nl/2026/05/22/microsoft-accused-leaking-dutch-civil-servants-names-us-government
https://nltimes.nl/2026/05/22/microsoft-accused-leaking-dutch-civil-servants-names-us-government
https://www.vn.nl/microsoft-ambtenaren-amerikaanse-overheid
https://www.vn.nl/microsoft-ambtenaren-amerikaanse-overheid
https://www.vn.nl/microsoft-ambtenaren-amerikaanse-overheid


Anthropic

Anthropic Halts Access to Top AI Models
After U.S. Ban on Foreign Use
Amazon CEO’s Talks With U.S. Officials
Triggered Crackdown on Anthropic
Models
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https://archive.is/5QIPi
https://archive.is/5QIPi
https://archive.is/A8mjm
https://archive.is/A8mjm
https://archive.is/A8mjm


Let’s Encrypt
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Greenland
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Cable
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More Cable
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Risk analysis: Is a war about Greenland possible?
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Fast Path to War

• Invasion in Greenland
• End of NATO
• Baltic Sea
• Russia

• Baltic States
• War

• China
• Taiwan
• WW III

• concrete threat
• immediate action required

the only chance to win is not to play
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Which actions are useful?

• Leave the hyperscalers ASAP
• Build your own infra
• Buy European
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Buy European? Seriously?

• wants to create a US holding
• T-Mobile USA
• US based

• Telecom Megamerger . . .
Transatlantic M&A Spree

• Yahoo: T-Mobile ending DEI
programs . . . US FCC approval. . .

• 31% business in the US
• BWI is concerned, if this a German

company any more
• Marketscreener
• Business and Human Rights Center:

. . . cancels gender diversity target
in response to Trump policy
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https://archive.is/K7B7o
https://archive.is/K7B7o
https://finance.yahoo.com/news/t-mobile-ending-dei-programs-175605261.html
https://finance.yahoo.com/news/t-mobile-ending-dei-programs-175605261.html
https://www.marketscreener.com/quote/stock/SAP-SE-103505633/finances-segments/
https://www.business-humanrights.org/fr/derni%C3%A8res-actualit%C3%A9s/software-company-sap-cancels-gender-diversity-target-in-response-to-trump-policy/
https://www.business-humanrights.org/fr/derni%C3%A8res-actualit%C3%A9s/software-company-sap-cancels-gender-diversity-target-in-response-to-trump-policy/


Business Analysts
• Forrester:

Digital Sovereignty: Why Tech
Execs Must Act Now

• Gartner Survey Reveals Geopolitics
Will Drive 61% of CIOs and IT
Leaders in Western Europe to
Increase Reliance on Local Cloud
Providers

• Heise:
Gartner: Sovereign cloud only
possible in USA and China
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https://www.forrester.com/blogs/digital-sovereignty-why-tech-execs-must-act-now/
https://www.forrester.com/blogs/digital-sovereignty-why-tech-execs-must-act-now/
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.heise.de/en/news/Gartner-Sovereign-cloud-only-possible-in-USA-and-China-11292928.html
https://www.heise.de/en/news/Gartner-Sovereign-cloud-only-possible-in-USA-and-China-11292928.html


Build Federated Infrastructure

• co-operative better than corporate
• local is better than US or China
• global would be best
• exit strategy
• build competences and governance
• FOSS (Free and Open Source Software)
• capability to steer projects
• non US alternatives to

• DNS
• Let’s Encrypt (ACME RFC 8555)
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Digital Independence Enterprise Edition
• Cloud

• Kubernetes
• Proxmox
• OpenStack, Sovereign Cloud

Stack
• Fedivers

• Mastodon
• Peer Tube
• Bizzfeed instead LostIn
• . . .
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No One Is Safe Until Everybody Is Safe

• First they came for the Socialists,
and I did not speak out,
Because I was not a Socialist.

• Then they came for the Trade
Unionists, and I did not speak out,
Because I was not a Trade Unionist.

• Then they came for the Jews, and I
did not speak out,
Because I was not a Jew.

• Then they came for me,
and there was no one left to speak
for me.

— Martin Niemöller

They already threaten or came for
• immigrants
• trans people
• disabled people
• people of color
• women in the military
• supporters of Palestine
• ICC
• Hateaid
• EU commissioner
• members of the Dutch government
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Digital Independence Day EE (Enterprise and Gov Edition)
• tremendous

effort
• absolutely

necessary
• hits coming

closer
• personally

pissed
• support

Känguru Rebellion, License CC BY 4.0
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https://media.ccc.de/v/39c3-die-kanguru-rebellion-digital-independence-day
https://creativecommons.org/licenses/by/4.0/


Question? Remarks?

Some Answers

Slides: https://thomasfricke.de/devopscon2026.pdf

Mail: devopscon2026@thomasfricke.de

Mastodon: @thomasfricke@23.social

LinkedIn: https://www.linkedin.com/in/thomas-fricke-9840a21/
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https://23.social/@thomasfricke
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